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Abstract: With the increasing inequality of network attack and defense in the Internet era, threat intelligence has be-
come one of the important tools to narrow this gap. Based on the analysis of the research status of threat intelligence
at home and abroad, a set of construction methods of threat intelligence systems suitable for telecom operators were
proposed, including six steps: intelligence planning, intelligence production, intelligence analysis, intelligence man-
agement, intelligence sharing and intelligence application. Meanwhile a set of multi-source intelligence fusion as-
sessment mechanisms was presented, and the technologies and methods were systematically expounded involved in
the four stages of intelligence aggregation analysis, intelligence reputation analysis, intelligence correlation analysis
and intelligence aging analysis, so as to help the telecom operators build the ability of intelligence fusion analysis. At
the same time, the principles of intelligence production and synchronous application were given for intrusion and loss
intelligence, which provided a useful reference for telecom operators to apply threat intelligence technology to build a
security protection system.
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futht, AAFEIBEIT N, WAL FH & v he W R TR EOR: X Tl DPI R4
CHIEANIZE AR, fEHERK. EAREEE, E R R PR RS,
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1045 Bo
4.3 ETENERMEBEEEFMLER APT JAIE
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inspection, DPI).
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